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o Co |, Application 4 e Lol 5 Policy Processing .TCP/IP Stack ;I ,s.c Buffer slx! Processing

QS 0 B a0 Memory Access s CPU Cycle s laie J>1 e onl 51 S5 50 0,105 o
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Hardware-Accelerated NGFW Architecture

From NIC to CPU — A Smarter Path for Higher Performance

NIC Network Processor / ASIC Fast Path Security Engine CPU
(Network Interface Card) (Traffic Processing) (Established Sessions) (Inspection & Protection) (General Purpose x86)

N K Traffi Secure
letwork Traffic Connectic
(Packets)
* Multi-queue (RSS) * High-speed packet forwarding « Bypass full inspeion « Deep Packet inspection (DPI) * Advanced inspection
* Checksum Offload « Session lookup » Accelerated flow handiing « IPS/IDS * Complex policy processing
* TSO/LSO * NAT / Routing offload * Reduced CPU load « Antivirus / Anti-Malware * Logging & reporting
* Flow Director / Steering « Flow management * Higher throughput * Application Control * Management tasks
« VLAN Offioad « (Vendor specific features) « URL Filtering
« SR-IOV « TLS Inspection
High Performance Comprehensive Security Flexible Architecture Scalable & Future-Ready
Hardware acceleration + DPI, IPS, Antivirus, Application Leverages standard hardware Easily adopt new CPUs, NICs
optimized data path Control and more and industry-leading components and software features

The right balance between hardware acceleration and software intelligence
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Lol sad Jaie User Space 4 Kernel Linux ;i leaies (5508, a5 09d o0 ol § oo o,Lul «XAT architecture
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Traditional Linux Firewall Architecture

Packet Flow Through the Linux Kernel

In a traditional Linux-based firewall, each packet passes through multiple layers of the kernel,
which increases processing overhead and CPU usage.

P —
(Network Interface Card)

NIC Kernel Driver
(Network Interface Card)

a Firewall -
=>- 5P
ﬁ =
Q opi B Sy
o / . ]
Q s >
Incoming 4 Outgoing
oo i
Packets Appication Packets
Control
o NIC e Kernel Driver o Linux Network Stack o Firewall / Application e Kernel o NIC
* Receives packets from + Handles device « Processes L2/L3 (Ethernet, » Policy enforcement « Final processing » Transmits packets
the network communication 1P, TCP/UDP) « DPI/IPS inspection + Queue management to the network
« Generates interrupts » Manages buffers * Routing and forwarding « Application control « Packet scheduling + Uses driver and DMA
or uses DMA and descriptors « Netfilter hooks (iptables/nftables) 5 5
» Logging and reporting
« Transfers data to kernel * Passes packets to « Session handling
the network stack
° Advantages 0 Limitations
» Simple and stable architecture * Multiple context switches and memory copies
* Leverages standard Linux components * Higher CPU overhead
« Easy to manage and debug » Lower performance for high-throughput and deep inspection
- Y oaz t — | al = . —_ ~ 5t = z > — | a3- ]
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PT NGFW - User-Space Packet Processing Architecture

A Shorter Path for Higher Performance

By bypassing the traditional Linux kernel network stack and processing packets directly in user space
with DPDK, PT NGFW reduces overhead and increases throughput.

NIC User-Space Firewall / DPI / IPS NIC
(Network Interface Card) Packet::g:)esslng (Security Inspection) (Network Interface Card)

—_——e

L | \@O\’ E,

- s — o= =l
=) = e
Incoming Outgoing
Packets AV A Packets
* High-speed network interface « DPDK Poll Mode Driver (PMD) « Stateful firewall & NAT « Transmit packets to network
* Multiple queues (RSS) « Bypass kernel networking stack « Deep Packet Inspection (DPI) * Queue management
* Checksum offload * Zero-copy / reduced memory copy « Intrusion Prevention (IPS) * Driver and DMA
* TSO/LRO + Parallel processing across cores * Anti-Malware (AV)
VLAN offload :
> °_ oo y * High-speed packet I/O + Application Control
* Flow Director / Flow Steering URL Filtering / Web Securi
.
* SR-IOV (when supported) iltering / Wel urity
Higher Throughput Efficient CPU Usage Full Security Inspection Flexible & Scalable
Direct packet processing Multi-queue and parallel processing All security functions (FW, DPI, IPS, AV) Leverages standard x86 hardware
in user space reduces overhead across cores maximize are applied in the optimized and DPDK, without dependency
and increases performance. CPU utilization. user-space pipeline. on dedicated ASICs.

5 Context Switch .aMemory Copy slass User Space 4 Kernel Space ;L soxie slo,gee 2alS b B> L
ooy Byo Losiine Iy o ol 5l g yion auoyo Wlgs oo CPU as jo 0uS o lag oS 5L0 050 salnterrupt

&S sl sleyg35e 5 Packet

, Positive Technologies .ol Data Plane Development Kit L DPDK (5 ,laxs ! ;o pte slogs sl 51 (SO
&lp &> 5 Cawl 05,5 Caogs DPDK ,, e Enterprise Solution <G 1, Jgase ol PTNGFW b s o ooy obio
Ll 00,5 20 DPDK Telemetry 4 Jlas! sloial, PT NGFW

Fyere i a5 L Packet Processing ISl DPDK 45 aes oo medss 955 DPI (6 )5lid o5 10 PT yimmen
51 sote 28w NVIDIA Lsgs law g 0iSe dlad Sl 5o jole 8 15 aSl Lo 4 )Mellanox 4 Broadcom dntel
S5 (S a5l g 00,5 wol b ) (i oolaiwl 4 aogs H3iS Sl Gl pj 50 Cusl sad 55l > Gelpw
laols 5l sy a4l g wisds e 00lawl PTNGFW 5 PT DPI o 5l obases .l ools ials' |, Capture oaass

S oo JSis |, IPS g Application Identification

<< COMMUNICATION
INTERNATIONAL (https://www.safenest.ir) info@safenestir : ||

(FRAVFY Voo ve s 3




oo
Vedloplte &L T T |¢;|“ a'i
S YPSYY : codd o leds

¢l Hardware Offloader y ;5> DPDK L
s Hardware Offloader L ASIC S 595 DPDK .ol guplin .80 SUS&5 oiols alais (]

rpte 5l S .ol User Space ;s Packet m o 53ls, sl aige sleDriver ¢ library ;i slacgez=e DPDK
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Hardware-Accelerated NGFW Architecture

From NIC to CPU when Required — A Dedicated Path for High Performance

In advanced NGFW platforms, a specialized hardware accelerator (ASIC/NPU) handles high-volume
traffic and common security functions, while the CPU is engaged only when necessary.

=) N =
= | ‘. D=p
- (o] =
Incoming | i f Outgoing
Packets k“ 8 Packets

E ASIC / NPU @ Hardware Fast Path Security Processing

* Receives packets from the network  Handles L2/L3 forwarding « Direct packet forwarding « Firewall / NAT

CPU (When Required)

* Complex policy processing
* Hardware offload features « NAT / routing / session lookup « Bypasses complex processing * DPI/ Application Control

+ Deep inspection (edge cases)
(RSS, checksum, TSO, VLAN, etc.) « Offloads common operations * Maintains session state * IPS/AV « Logging & reporting
+ High-speed data transfer « Reduces load on CPU « Maximizes throughput * URL Filtering

» Encrypted traffic inspection

* Management tasks

Hardware acceleration handles CPU is used only for

(?) Higher Throughput @ Lower CPU Load @ Comprehensive Security { ﬁf Optimized Performance

Full inspection and protection Balanced use of hardware

high-volume traffic. complex or exceptional cases. across all layers

and software resources.

SMARTER ACCELERATION + STRONGER SECURITY + HIGHER PERFORMANCE
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4 5L eolais] slaps 650l s XA slaCore 4, Parallel 5ls,, [DPDK (User-Space Processing ;! eolazwl b
sl 03,5 Bd> by relS 1) oolazs! Security ASIC

PT NGFW

User-Space Packet Processing Architecture
High Performance | x86 Platform | DPDK Based

’ﬁ DPDK Opumlzed TCP/IP/DPI/IPS x86 CPU Cores
(User-Space Data Plane) (Security Processing) (General Purpose)

NIC
(Network Interface Card)

(7) High-speed ports (1G/10G/40G/100G) @ Bypass kernel network stack @ Deep Packet Inspection @ Handles complex inspection
= Multi-queve &RSS @ Direct access to NIC (PMD) @ Intrusion Prevention (IPS) @ Policy enforcement
4  Checksum/TSO /LRO Offload @ Low latency & high throughput @ Application Control @ Logging & reporting
%+ Flow Director / VLAN Offload @ Parallel processing on CPU cores @ Anti-Malware / Antivirus @ Management tasks
@ SR-IOV (when supported) @ Optimized memory handling @ URL Filtering / Web Security

Higher Throughput

ool ¢l YL Performance LXAT ¢ laxo a5 oS o odlel PT NGFW o, axiw o 55 Positive Technologies
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REAL THREATS
REAL IMPACT
9 bl (32 jluwss g isamnsl (Shl> Cawl )Sa0 jui Sisiol 02d IS EVgiamo iz 45 1iL3e Ui 3ylgs ¢l WHY DIVERSITY

S 3loul 9293 B llas S kg3 0 Vendor O 4 JolS Siuwly MATTERS

Product / Component Vulnerability Type CVSS Score Impact / Description

FortiOS / FortiProxy / s Allows unauthenticated attackers to perform
6 CVE-2022 FortiSwitchManager Authentication Bypass Critical administrative operations on vulnerable devices.
N cvE-2023-27997 FortiOS / FortiProxy Heap-based Buffer Overflow Allows remote code execution via specially crafted
(SSL-VPN) P requests.
Critical
* CVE-2024-21762  FortiOS / FortiProxy Out-of-Bounds Write fiows Iemote coce Scuton ocolmandiexeeuiion
Criti through crafted requests.
ritical
[ -] CVE-2024-47575 FortiManager Missing Authentication m Allqws unauthpn@d code'or command execution.
—] (FGFM) Critical Actively exploited in the wild.
5 7 A Allows remote attackers to gain super-admin access
CVE-2024-55591 FortiOS / FortiProxy Authentication Bypass
Critical through crafted requests.
9o 48,8 5 13 Wl ala> s b s abl> s lices 395 0l €Sads @ 53 inial a5 S (53> €S K30 Ui Wigas il @  Vendor Lockin S, ials
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Sl DPDK it -e Poll Mode Driver lawg wgi o solizwl FYF-NX  Jgile ;o a5 Intel XLV - Lo ol
L Receive Side Scaling Multiple RX/TX Queues asle glacabls Intel XLV« oolgils sl DPDK Log5 oo
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From Network to Security - High Performance on Standard x86 Hardware

Using DPDK and multi-queue NICs (Intel XL710), PT NGFW processes packets in user space, - - e

distributes flows across CPU cores, and performs full security inspection with high efficiency. { e IF T e = NEXCOM
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Jumbo Frames PT NGFW (Linux + DPDK)
@ To Internet
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Optimized TCP/IP Stack rity Engines fh To Internal Network

(DPODK Libraries & PMD Drivers) (Session Handling, NAT, Routing) (FW/DPI/IPS/AV/ URL)

To Protected Resources

@ High Throughput @ Scalable Architecture @ Full Security e Cost-Effective & Flexible

* Parallel processing across cores + More queues, more cores, higher throughput + Deep inspection in user space + No dependency on dedicated ASIC

« Efficient use of modern x86 CPUs * Supports standard x86 platforms (e.g. NEXCOM) « Al security functions integrated * Use industry-standard NICs

¢ Line-rate performance for many scenarios * Flexible hardware configurations * Regular feature updates (software-based) « Easier hardware upgrades (CPU/NIC generations)
High-Performance Security on Your Hardware PT NGFW . Positive Technologies
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