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Universal tool for locating
vulnerabilities
In applications
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Web attacks are the cause of most data leaks
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* Web application vulnerabilities and threats in 2021-2022.
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How to find a vulnerability

verifyPrelLoginChallenges(req)
models.sequelize.query('SELECT * FROM Users WHERE

email = '${req.body.email || "'}’

AND password = '${insecurity.hash(req.body.password
)3,

{ model: models.User, plain: true }).then((authenticatedUser) => {
let user = utils.queryResultToJlson(authenticatedUser)

const rememberedEmail = insecurity.userEmailFrom(req)

if (rememberedEmail && req.body.oauth) {

models.User.findOne(

{ where:

{ email: rememberedEmail } }).then(rememberedUser => {

user = utils.queryResultToJson(rememberedUser)
utils.solveIf(challenges.loginCisoChallenge, () => {

Manual analysis

can be used for small
code fragments, but is
not fit

for the conditions of
modern industrial
development
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Application security
testing tools

Development

Testing

Production

Static application security testing (SAST)
locates vulnerabilities in the source code

Dynamic application security testing (DAST)
checks the running application

Interactive application security testing (IAST)
provides instrumentation of code and searches for
vulnerabilities as it runs

Software composition analysis (SCA)
detects vulnerabilities in 3rd party code
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PT Application Inspector

features

O

Thoroughly identifies
and prioritizes
vulnerabilities

PT Application Inspector not only
detects vulnerabilities, but also
identifies the conditions that allow
their exploitation. This is
accomplished

using a combination of detection
mechanisms, and by the expertise
of the team at Positive Technologies

¥

Easy
to use

Analysis can be started without
configuring the application or
obtaining access to the
environment. Simply indicate
the folder that contains the
source code

G

Integrates
into existing
Development lifecycle

PT Application Inspector carefully
integrates itself into existing software
development lifecycle using plugins
for connection

to application set-up and delivery
systems.

This makes it possible to ensure safe
code development
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Benefits

Expertise: From praxis to product

Specialists from the application security analysis division make
regular updates to the product's knowledge base, adding
information about particular vulnerabilities discovered in real
applications.

A minimum of false positives

PT Application Inspector identifies the exploit conditions for
located vulnerabilities and conducts a triage to prioritize their
elimination. This helps developers concentrate on the most
important problems and lowers expenses incurred by having
experts check results manually.

Flexible scaling

The power and speed of analysis conducted by PT Al
can be horizontally scaled as needed. The solution's
architecture maximally streamlines this process and
minimizes time and effort required.

Rapid vulnerability elimination

Specialized virtual patches for use in PT Application
Firewall can be created based on the results of PT Al
analyses. This helps prevent vulnerability exploits in
applications.
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Integration
Into the development lifecycle
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Characteristics

A convenient tool for  Languages:

; Java, PHP, C#, VB.NET, JavaScript, Python,
Sear.Chlr.]g for Kotlin, Go, C/C++, Objective-C, Swift, SQL (T-
application SQL, PL/SQL, MySQL) + TypeScript
vulnerabilities

< OWASP Bricks e

P Scan Iz Full project scan #" Settings B Generatereport €3 Generate patch for PT AR D History <«I> Openin Web IDE * Pin o Delete

Server-Side Request Forgery *
B High severity

August 25, 12:08 Information
@ Completed - 137 vulnerabilities

® O v
. . T fiters1 ©  Grouped by place to fix ~ Q
Development environment: ) ) i
Vulnerability Vulnerable file jihg Information Data flow Description History
i i i v -bricks-main/config/config.php : 5 -
Jenkins, TeamCity, GitLab CI, Azure fovasp brcks man/config/confaph -5 1 , o 2
* @ $con = mysql_connect(S$host, Susername, . ../config/config.php : 9 29
Server-Side Request Forgery Vulnerable file Jowasp-bricks-main/conf
« Jowasp-bricks-main/content-2/index.php : 5 |1 Function mysql_connect
* @ $result=mysql_query($sql); .fcontent-2/index.php : 6 118 B
H . actior Entry file Jowasp-bricks-main/conf
IDE Integrations: S ecton ,
~ .Jowasp-bricks-main/content-3/index.php : 38 1 Request EOSI./’;W“;“”:G“'
* @ $result=mysql_query($sql); ./content-3/indexphp : 39 97 ost: Toea Tos

Accept-Encoding: ic
Connection: close

~ ./owasp-bricks-main/content-4/index.php : 4 1 Content-Length: 19_
Content-Type: appli

JetBrains, Visual Studio Code

SQL Injection

= @ Sresult=mysql_query(Ssql); ./content-4/indexphp : 5 123

Sl Injection host=localhost%3A8H

Dep | Oym ent: i p-brick in/content-6/index.php : 5 1 Code Scon = mysgl_connec
= @ Sresult=mysql_query(Ssql); ../content-6/indexphp : 6 4

L|nuX + DOCker + SSO QL Injection

~ .fowasp-bricks-main/login-1/index.php : 7 2

= ® $result=mysql_query(Ssql); -ogin-1/index.php : 8 55
QL Injection

= ® $result=mysql_query(Ssql); -ogin-1/index.php : 8 51
QL Injection

~ fowasp-bricks-main/login-2/indexphp : 7 |2

* @ $result=mysql_query($sql); -flogin-2/index.php : 8 22
SQL Injection

* @ $result=mysql_query($sql); -flogin-2/index.php : 8 18 v

Showing 28 vulnerabilities of 138
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Licensing

By number of progamming -

languages No restrictions:
on the number of project

on lines of code

on the number of users

By number of scanning _
agents




How to get started
with PT Application Inspector
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How to conduct

a pilot test

(\) Complete a form
\l/ on the PT Application

Inspector website

O or reach out to your
v

point of contact

( \ at Positive Technologies

or a partner company

2.

&

Preparing

survey
goals, tasks
report format

Pilot
project

Installation, configuration,
connection of applications

Webinar:
working with the product

Report on detected
vulnerabilities

Presentation of
results

ptsecurity.com/ru-ru/products/ai/

4 WEEKS


https://www.ptsecurity.com/ww-en/products/ai/
https://www.ptsecurity.com/ww-en/partners/auth-partners/

Plugins: Plugins: Code for assessing
IntelliJ Visual Studio the quality of work
Platform IDE Code SAST

PR

Open source

Positive Technologies

ptsecurity.com



